
This job aid is part of the Risk Management Essentials Series, practical guidance on risk management that can be 
applied in the workplace. This job aid helps build context for the purpose of identifying risks. It provides general 
guidelines on how to conduct an environmental scan. 

Risk Management Essentials:  
How to conduct an environmental scan  
for risk management 

What is environmental scanning?   
Environmental scanning is about understanding the world and context in which you operate. It is a process  

for monitoring your internal and external environment for clues to existing circumstances and change that 

could bring about risk or opportunities. The purpose of environmental scanning is to find and retain  

information in order to inform decision-making at a certain point in time.

Why is environmental scanning important for Risk Management?

Factors to scan  

Gaining a well-rounded understanding of the organization’s external and internal environment is the first step 

in the risk management process. Risk refers to the effect of uncertainty on objectives and outcomes  

at different levels of the organization. A major source of uncertainty is change to the environment in which  

an organization operates. 

The environment is constantly changing; environmental scanning will, to the extent possible, help you identify 

changes in terms of events, issues, trends, and deviations from the norm. Knowing the environment and  

the direction of current and future shifts will help you identify and understand possible drivers and sources  

of risk that could affect the achievement of your objectives. Therefore, your scanning activities should include 

a wide range of facts, trends, and time horizons.

FACTORS IN THE EXTERNAL ENVIRONMENT 

External influences could occur at international, national, regional, or local levels. Generally, the external  

environment consists of the following categories: 

• Political: government stability, change in government policies, priorities, funding levels.  

• Economic: projected economic growth, interest rates, broad orientations in fiscal policies, housing market, 
commodity prices, regional industries. 
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• Socio-cultural: trends in population growth, impact of demographic change on demand for services,  
change in stakeholder expectations, pressure groups. 

• Technological: technological trends, cost of updating technology, obsolescence of systems and tools.  

• Legal: egislation, regulations, and standards.

• Environmental: impacts that operations have on the built or natural environment, climate change.   

FACTORS IN THE INTERNAL ENVIRONMENT 

Generally, the internal environment consists of the following categories:  

• Financial management: budgets and resources.  

• Human resources: capacity, capability and availability of the workforce. 

• Information technology: evolution of technology in the government context.

• Governance: structures to ensure correct authorities, approvals, functioning and controls.

• Business processes: how operations are conducted.

• Organizational culture: way that things are done in an organization, the unwritten rules that influence  
individual and group behaviour, attitudes and decisions. 

How to conduct environmental scans  

1. IDENTIFY THE SCOPE & FREQUENCY OF THE ENVIRONMENTAL SCAN

This will help you to narrow down the different categories of information that could affect your objective,  
from both external (outside of the organization) and internal perspectives. Determining how often the  
environmental scan will take place helps to keep information up to date. Depending on the purpose of the 
scan, the frequency can range from once a year (e.g., for a Corporate Risk Profile, a departmental report,  
or a risk-based audit plan) to once a month (e.g., for a specific programme or project underway). 

2. IDENTIFY THE PEOPLE TO SCAN THE ENVIRONMENT  

Depending on the intended depth and scope of scanning, it may be beneficial to have more than one person 
involved. Be mindful of blind spots and biases. Having multiple scanners ensures that more than one opinion  
of what is important is considered, reduces the chance of overlooking relevant information, and reduces  
workload burden. 

3. SCAN FOR INFORMATION  

Look for information that could be relevant to your organization’s situation. Keep an open mind and try to  
imagine how the information could contribute to future events, especially those which could affect your  
organization. Diversify your sources of information, the medium and the language.  Importantly, make sure the 
information is from a credible source. Reach out to your colleagues or organizational library, if you have one. 
They can help you identify and access sources of information and set up alerts and notifications. 

4. ANALYZE AND SUMMARIZE THE INFORMATION  

As you are scanning, analyze and briefly state the potential relevance of the information that you have decided 
to retain. This can take the form of a paragraph and/or diagram that summarizes the information, along with  
a link to the source(s). You may come across diverging or opposing views, do not ignore them. Include them  
in your summary. It is important to retain your sources for credibility in case you need to verify the information 
or see if there is an update.  



5. CONDUCT GAP ANALYSIS  

Review all the information collected to determine whether there are any gaps.  

• Does the information provide a good basis on which to identify risks? (e.g., credible, regularly updated, 
accurate, objective, relevant to the organization, provides new or novel ideas) 

• Did you miss any important information categories? 

• Did you find enough information related to the most important potential sources of risk? 

This job aid was developed in partnership with the Canada Revenue Agency. 

How to use your e-scanning results  

You can use this information in a number of ways, including:

• Providing context to stakeholders as they consider risks. 

• Input into risk drivers. 

• Contribute to a strengths, weaknesses, opportunities and threats (SWOT) analysis.

• Other objectives or strategy development. 

• Sharing your scan with another area that might benefit.  
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